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5 CCMP.cul a5 Key IDus 5 5 EXTIVeaw oyles 51 CCMP LT o als. MIC WS sl
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s el ST S e enlizal SLSS Sd e
AAD Lol godas ool Sl jsbe oo MPDULLT 0 55 5550 gladls 51 oslizal (Y
AAD s 550 slails ¢, CCM r;win .CCM I (Authentication Data Additional )
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MAC header

Construct
| P
Plain text L—p| AAD

Encrypted
Encrypted data text
+ MIC

Al, priority
EEEE— C_'cusn'uct ————
—— | Nonce

— >

wondinuwy  JwoD

Data
TK  —p

PN Increment o
> pn ™| Construct CCMP Header

Fr—r— m e = -
PN-Packet number, TK-Temporal encryption key

A2- the receiver address, MIC-Message Integrity
Code

CCM-(Counter mode with CBC-MAC)

AAD- additional authentication data

1
.
1
.
1
.
1
N |

CCMPy, wyl s oy S

Jole ol &S oo ol S S 51, 0T 503 S S 50515 6505 MPDU 2 51 Jool ces CCMP
D assle

355 o 4525 cNONCE 5l s AADCsL ol o 55, MPDU (1

3,8 o JSE eas 30, MPDU LT . 5IAAD (v

ogh oo ale Co sl s PNCA 26lals 51 NONCE Hluze (F

258 o gl Al (COM oo 5 Comsler (o) 2 )3 o3linal 51 ,MIC (F

o b S s 05tz MPDU 5565 20 s MICcnONCE ¢ AAD ¢ 540 1IS” 51 CCMos .8 2505, (0

Ll gy ly MPDUSAAD s imman 5055 oU5L ILMPDU Lol

L MPDU ol e cstle sl canl o SKaw e CCMos € 2505, 50 MPDU Lot 5 5 MPDU LT .
4 bge PN, b ol il (o 6,5 5 MPDUGs 57 Replay i a8 e, (550 5 58 Glall oa
AL o oks 3l Replayes b 5 S5 & 555 o plil MPDU
28 e, 5l etaT s MIC jiiis L ¢ 0t dnlos MIC S wl o 351 Sl Decapsulation |
s CCMos & 5jls, 51 Jeols ol 2o b Joo! MPDU LT s Al il ¢ odawy ol 30, MPDU
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MIC-Message Integrity Code
AAD- additional authentication data

MAC header
»
p| Construct AAD ~
ey
Encryvpted text . =
MIC > ﬁ ||
R . Data
PN Constru o
—_—p
ct | P Q E—
A2 priority | Nonce 2
=2
—p =
Data =
Keyv >
r_P:\__P._L._._'.J_._._._._._.__ {
[ Th-facket number ! , Plaintext
! TK-Temporal encrvption key I » Reply Check
I A2- the receiver address . i >
| CCM-Counter mode with CBC-MAC | PN*  —P
L 1
1 .

CCMP iS5,y il p oy o

SPN wawl-1 ) -¥

A5 Rt sl b oS Sl bl o DOSEMes 4 by e IEEE 802,111 Jlol (6 dy T
plnil 1) DOSabom oS, 5 0050 Jor L o 0 ol (5ol & 15 (oo Olomrlge il oty Cliblos J 257 sln
g b Gtad e la o 8 o)l cpkr Lyl s e ¢ aes o STHS ¢Sy e o 3 SOles Olee o Lo
LS o (ks B b psal 4 85 (635 0 Ca pide 65 Sl eslinal b Ol (o by s pdy T L 0 50K
S STt 8 A VY Dt 313 2l s oo Lol LT Jgoma b S, b 1) e 6o o 3

s e 0l el gl g T s dais 511, WLAN s eslizal 55 50 2ol
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Security threat Does the protocol open to the threat
WEP WPA IEEE 802.11i
Weak encryption Yes | No (TKIP and AES are strong No (TKIP and AES are
Eneryption protocols strong Encryption
protocols
No(( IEEES20.1x is
Off line dictionary attacks Yes | Pre-shared key Mode is exposed used)
Illegitimate message Deletion | Yes No ( MIC 1s used ) No (CCMP is used)
and insertion
Man in the Middle attack Yes No ( [EEE820.1x is
(MITM) Pre-shared key Mode is exposed used)
Media Access Control (MAC) Yes No (IEEE820.1x 1s
spoofing Pre-shared key Mode is exposed used)
Man in the Middle attack Yes No ( IEEE820.1x 15
(MITM): Pre-shared key Mode 1s exposed used)
Rouge Access point e Yes (unless IEEE802.1x is used) No
Denial-of-Service attacks
(DoS) Yes | Yes Yes

Calies el gla STy, el o (6 s T V-5

ol S SS9 2 dmglio- | Y -F

S o el alibee il gls JST s oS el e
S o S oS Ol a b S ol -

ke el sla S5 sl Sl S e SOV S 5 )1 p s sali ) -

.w,@m,\;\@w,ua\d\ﬂm&\
Pl enlin 45 o gty 51 0SS 6y il SO 4 -
5l 4 5L sl DT WEP Gl 21 6 sy s ol & oil5 o0 (el s [T 5550 53 Vb Eomy
Tl 31y s abl i el (itel S5 5 Cins WEPLL 51 130 e 5L 150 o
c ol e Sl eslial (gl bz WEP. 1,08 @350 slazel alas 5 Jlab e 5 Jlad S ¢ 1V s 000 glid
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ST (6,8 sl Replaydes 516 b o i3 e o sl51 4 (TSC) TKIP Jig ot jles -
sd o o IVogame slad JSoe ¢ 2048 YL TSCL -

e sl e 0L Vo las b (ol s 93 gon 15 0dST (oo Slablons Jlnb i 5 Jlb SDes 212 55 -
las Ll ( WEPwlie & b 4) .48 s oslizul 1V RCALTKIP 4,5 54, {.;wij\ 5 WPA K 54, sl
2 el i 6,8 s &) MICV:i),ij\ 5 TKIP sl 5 o8 WEPI & 558 o CoLTKIP Wis™ iy

Ll e oslizul JUst J b
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305 35 6 5 el Slao sas |[EEE 802.110 53 « .(IEEE 802.1X/EAP-TLS) 5 (s <o pp ks
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WEP

WPA

IEEE 802.11i

Encryption

WEP (RC4)

TKIP ( RC4)

CCMP (AES)

Key length

40 bits orl 04 bits

128 bits encryption

128 bits or higher

Data integrity | CRC-32 Michael CBC-MAC

Replay N/A Packet number Packet number

protection

Authentication | Open or Shared | IEEE 802.1x or Pre-shared | IEEE 802.11X
Key Key

Network High network Less than or almost the | Less network

same as WEP performance | performance than

IEEE

pEl'fﬂl'Il’lﬂ nce performance than

WPA and IEEE and higher than WEP. WPA

802.111 802.111

Calzbes ol Gla S5, ool by sSB  duslia Y-F Jsulr

S amai- \Y-Y

65 el il gl adsl gl WLANw F1 ol wiy Jl> s S pu a0 e (e Sl 4Kl bzl

b JSSs, des ialiy J= 5o b WLANC L 6l ol oy 5 bolttnl J= ol b s g odis > b
ol s Cug bl 5 e sl eebe sl S o, 0551 oa IEEEB02.11,IEEE 802.1x

L | e Sl B 55l DL il e st 4 ) seb 5 el Dl peas

I T ol 5 LI 5 (IEEE 802.111 WPA . WEP)ﬁ;\; sy 1y WLAN ool gl [ Lo dlas ol s

5h el aSeh oD L clie sl ST bl pa sl S bl |

Wi e 3 Olojle o3Il Sl atly 5586 aw 4 b il Sy, Sl S oy o 4 L

IEEE 802.111 Gl b 4Kt 53 Jsd 5,50 25 5 5 5 40 (sial gelae (w93 131 e g 1) S

o3l LS g0 ool p Lo il el oSG WPA L ey 0 1 e 05 ol 5 el o o 5V

WEP ool Cans s 4 Sulg oo (Gl Jgua= JB YL 018 5 5 65 el @M‘AEséjti;}A, K
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Rz Olols J,u\?- \F-v

AAA Authentication, Authorization and
Accounting

AES Advanced Encryption standard

CCMmP Counter Mode with Cipher Block
Chaining Message Authentication
Code Protocol

EAP Extensible Authentication Protocol

EAP-TLS EAP-Transport Layer Security

GTK Group Temporal Key

ICV Integrity Check Vector

| Initialization Vector

KCK Key confirmation Key

KDK Key Derivation Key

KEK Key Encryption Key

MIC Message Integrity Code

NFC Near Field Communication

PIN Personal Identification Number

PMK Pairwise Master Key

PTK Pairwise Transient Key

PSK Preshared Key

RADIUS Remote Authentication Dial In
User Service

SSID Service Set |dentifier

TK Temporal Key

TKIP Temporary Key Integrity Protocol

WEP Wired Equivalent Privacy

WLAN Wireless Local Area Network

WPA Wi-Fi Protected Access

WPS Wi-Fi Protected Setup
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